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285620 To address these objectives, we summarized key findings and recommendations from our reports on
FAAs computer security program in 16 general and its personnel security program in particular. We also
obtained updated information from key FAA oBicials - including oBicials from the OBices of Civil Aviation
Security Operations and Information Services - on the status of the agencys eBorts to assess and accredit ATC
facilities and systems. In addition, we analyzed updated policies on physical security of facilities and
information systems security. Regarding FAAs progress in implementing a CIO management structure, we met
with the CIO to discuss his roles and responsibilities and to determine his plans for addressing computer
security vulnerabilities. We also reviewed FAAs draF information systems security architecture. To gain insight
into whether FAA conducted appropriate background searches on federal employees, we reviewed the position
risk descriptions and background search documentation for 30 individuals. We were unable to select a
statistically valid sample because FAA is currently reviewing many of its personnel files and they were not
available to us for our review. Instead, we selected a proportionate number of individuals from each of the
types of background checks that FAA performs and then sought files on individuals within these categories. If an
individuals file was not available, we sought a replacement. Because our review of these files was based on a
nonstatistical selection, the results are not projectable to the population of FAAs personnel files. In addition, we
obtained oral comments on a draft of...
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